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Agenda for 31 October 2016




NOTICE OF MEETING
AUDIT AND RISK COMMITTEE

Dear Councillors

Notice is hereby given that the next meeting of the Audit & Risk Committee will be held in
the Council Chambers, Administration Centre, 2 Railway Road, Kalamunda on Monday 31
October 2016 at 6:00pm.

Rhonda Hardy
Chief Executive Officer
26 October 2016

Audit & Risk Committee Meeting Procedure

1. Audit & Risk Committee has a membership of all Councillors.

3. The Committee makes recommendations only to Full Council (held on the fourth
Monday of each month at 6.30pm).

4, All other arrangements are in general accordance with Council’s Audit & Risk

Committee Terms of Reference February 2013.



Council Chambers Seating Layout
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AGENDA
OFFICIAL OPENING

ATTENDANCE, APOLOGIES AND LEAVE OF ABSENCE PREVIOUSLY
APPROVED

PUBLIC QUESTION TIME

A period of not less than 15 minutes is provided to allow questions from the
gallery on matters relating to the functions of Council. For the purposes of
Minuting, these questions and answers will be summarised.
PETITIONS/DEPUTATIONS

CONFIRMATION OF THE PREVIOUS MINUTES

That the Minutes of the Audit and Risk Committee Meeting held on 8 March
2016, as published and circulated, are confirmed as a true and accurate
record of the proceedings.

Moved:

Seconded:

Vote:

Statement by Presiding Member

“On the basis of the above Motion | now sign the Minutes as a true and
accurate record of the meeting of 8 March 2016”.

CONFIDENTIAL ITEMS
DISCLOSURE OF INTERESTS

Disclosure of Financial and Proximity Interests

a. Members must disclose the nature of their interest in matters to be
discussed at the meeting. (Section 5.65 of the Local Government Act
1995.)

b. Employees must disclose the nature of their interest in reports or

advice when giving the report or advice to the meeting. (Section 5.70
of the Local Government Act 1995.)

Disclosure of Interest Affecting Impartiality
a. Members and staff must disclose their interest in matters to be

discussed at the meeting in respect of which the member or
employee had given or will give advice.

Shire of Kalamunda
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8.0

REPORTS TO COUNCIL

Please Note: declaration of financial/conflict of interests to be recorded prior
to dealing with each item.

Declaration of financial / conflict of interests to be recorded prior to dealing with each item.

03.

PURPOSE

1.

Adoption of Annual Financial Report 2015/2016

Previous Items N/A

Responsible Officer Chief Executive Officer

Service Area Office of the Chief Executive Officer
File Reference FI-SRR-005

Applicant N/A

Owner N/A

Attachment 1 2015/2016 Annual Financial Report
Attachment 2 Local Government Operational Guidelines —
Financial Ratios No 18

To receive the Auditor’'s Report and the 2015/2016 Annual Financial Report
(Attachment 1).

To consider the Auditor’s Findings Report for the year ended 30 June 2016
and the Shire’s response.

BACKGROUND

3.

Section 6.4 (1) of the Local Government Act 1995 (The Act) requires a local
government to prepare an Annual Financial Report for each financial year and
details what the Annual Financial Report is to contain.

Section 6.4 (2) of the Act requires a local government to submit by
30 September following each financial year, or as such time as the Minister
allows, to its auditor —

(a) The accounts of the local government, balanced up to the last day of
the preceding financial year; and

(b) The annual financial report of the local government for the preceding
financial year.

Section 7.12A (3) of the Act requires the local government to examine the
report of the auditor under section 7.9 (1) and any other report prepared
under section 7.9 (3) forwarded to it, and is to —

(a) Determine if any matters raised by the report or reports require action
to be taken by the local government; and
(b) Ensure that appropriate action is taken in respect of those matters.

Shire of Kalamunda
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DETAILS

10.

11.

12.

13.

14.

Section 7.12A (4) of the Act requires the Shire to —

(a) Prepare a report on any actions under subsection (3) in respect of an
audit conducted in respect of a financial year; and

(b) Forward a copy of that report to the Minister, by the end of the next
financial year, or six months after the last report prepared under section
7.9 is received by the local government, whichever is the latest time.

The 2016 Annual Financial Report is presented for Council’s acceptance.

The Auditors (Grant Thornton), conducted the field work in May, September and
October 2016 and concluded their work on 20 October 2016. The audit
certificate is provided on pages 58/59 of the Annual Financial Report. As noted
by the auditors, there were no indications of significant adverse trends in the
financial position or financial management practices of the Shire.

In accordance with standard practice, the Auditors also issued an Audit Findings
Report which provides commentary on areas of:

¢  Audit focus summarising nature of accounts under review and work
performed;

e Recommendations on control deficiencies with a management response;
. Assessment of risk of material misstatements and their observations;

e  Schedule of un-corrected misstatements which were individually and in
aggregate immaterial to the financial report as a whole; and

e Developments in financial reporting reflecting changes in Accounting
Standards and impact it may have on the Shire.

None of the matters identified in the Audit Findings Report are of a material
nature in terms of the Shire’s operations.

In accordance with the requirement to implement the revaluation of assets from
historical cost to fair value, the Shire engaged GHD Pty Ltd (specialists in asset
infrastructure valuations) in the 2014/15 prior year to undertake the
infrastructure asset revaluation.

During the current year, Shire staff identified that the asset revaluation
calculation for kerbing had been calculated based on square metre calculations
rather than linear metre calculations.

As a result of the asset revaluation being conducted in June 2015, there is no
impact on the net result for the current financial year as the adjustment was
recognized within the asset revaluation reserve.

The accounting treatment for the asset revaluation requires the value of the
infrastructure category to be restated as part of the 2014/15 financial position.

This matter was brought to the attention of the Auditors and it was determined
that the calculation for kerbing should be adjusted based on linear rather than a
square metre calculation.

Shire of Kalamunda
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15.

16.

17.

18.

19.

Although the effect of this adjustment relates to the prior year, the
consequential adjustment is material and would be reflected as a prior year
adjustment reducing the infrastructure asset valuation from $241.2 million to
$160.4 million reflected in the re-stated financial position as of 30 June 2015.

Refer to Note 8(a) and 14 (a) of the 2015/16 Annual Financial Statement Report
and the findings provided b the Auditors for further details.

Financial Ratios (Attachment 2) which cover all aspects of financial performance
and sustainability, have been substantively met with the exception of the
Current Ratio which is slightly below the benchmark.

The negative result against this ratio is largely attributable to the Shire placing a
significant amount of funds in the reserves which now stand at $18.16 million, a
60% increase from the previous year, to fund capital projects in 2016/17 and
beyond.

The increase in the reserves will boost the capacity of the Shire to accelerate
project design and improve delivery of large projects enabling more timely
commencement and completion of projects.

The Asset ratios have all improved with the Asset Sustainability Ratio showing
significant improvement, moving from 0.42 to 1.50 which is put down to
increased expenditure on renewal capital expenditure a significant decrease in
depreciation as a result of the infrastructure valuation. The Shire efforts in
ensuring that investment is made on existing assets needs to continue for this
ratio to be maintained.

As noted in the report, the ratios will continue to be closely monitored to ensure
the continued long term financial sustainability of the Shire.

STATUTORY AND LEGAL CONSIDERATIONS

20.

21.

Sections 6.4, 7.9, 7.12A of the Local Government Act 1995.

Regulation 51 of the Local Government (Financial Management) Regulations
1996.

POLICY CONSIDERATIONS

22.

There are no policy implications.

COMMUNITY ENGAGEMENT REQUIREMENTS

23.

Although no community engagement consultation is required in the preparation
of the Annual Financial Report, Section 5.55 of the Act requires that the Chief
Executive Officer give local public notice of the availability of the Annual Report
as soon as practicable after the Annual Report has been accepted by the local
government. The Annual Financial Report forms one part of the contents in the
Annual Report.

Shire of Kalamunda



Audit & Risk Committee
Agenda — 31 October 2016

FINANCIAL CONSIDERATION

24, The 2015/2016 Budget includes provision for the cost of having the accounts
and the Annual Financial Report audited by an externally appointed registered
auditor. The audit fees for 2015/2016 is estimated at $19,500.

STRATEGIC COMMUNITY PLAN

Strategic Planning Alignment

25. Kalamunda Advancing.: Strategic Community Plan to 2023

OBJECTIVE 6.8 To ensure financial sustainability through the implementation of

effective financial management, systems and plans.

Strategy 6.8.4 Provide effective financial services to support the Shire’s
operations and to meet sustainability planning, reporting and
accountability requirements.

SUSTAINABILITY

Social Implications

26. Nil.

Economic Implications

27. Nil.
Environmental Implications
28. Nil.

RISK MANAGEMENT CONSIDERATIONS

29. Risk Likelihood | Consequence | Rating Action/Strategy
The Annual Unlikely Minor Low Ensure the
Financial Report is Annual Financial
not sent to the Report is
Local Government prepared,

Department
within the
stipulated 30 days
from receipt of
the auditor’s
report.

presented and
received in time
to meet the
legislative
requirements.
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Risk Likelihood | Consequence | Rating Action/Strategy
Audit Certificate is | Unlikely Critical High Ensure internal
qualified by the audit
external auditor programme
reviews key
controls and
processes.

Ensure staff
involved in the
compliance area
are qualified
and adequate
training is made
available.

Issues identified
are discussed
with auditors as
soon as
management
become aware
and mitigating
actions are
taken

immediately

OFFICER COMMENT

30.

31.

The 2015/2016 Annual Financial Report includes:

Statement by the Chief Executive Officer

Statement of Comprehensive Income by Nature and Type
Statement of Comprehensive Income by Program
Statement on Financial Position

Statement of Changes in Equity

Cash Flow Statement

Rate Setting Statement

Notes to and forming part of the Financial Report
Independent Auditor Report

Supplementary Ratio Information

Regulation 51 of the Local Government (Financial Management) Regulations
1996 requires the Chief Executive Officer to provide a copy of the Annual
Financial Report to the Department of Local Government & Communities within
30 days of the receipt by the auditor’s report on that financial report.

Shire of Kalamunda
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Voting Requirements: Simple Majority

OFFICER RECOMMENDATION (A&R 03/2016)

That Council:

1. Pursuant to Section 6.4 of the Local Government Act 1995, accepts the
2015/2016 Annual Financial Report (Attachment 1).

2. Pursuant to Section 7.12A (3) of the Local Government Act 1995, notes the
response to the issues raised by the Auditor in the Audit Findings Report.

3. Request the Chief Executive Officer to ensure the Annual Financial
Statements are forwarded to the Department of Local Government &
Communities before the due date required.

Moved:

Seconded:

Vote:

Shire of Kalamunda
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Declaration of financial / conflict of interests to be recorded prior to dealing with each item.

04.

PURPOSE

Internal Audit Report October 2016

Previous Items

Responsible Officer Director Corporate & Community Services
Service Area Internal Audit

File Reference

Applicant Nil

Owner Nil

Attachment 1 Internal Audit Plan
Attachment 2 Internal Audit Report October 2016
Attachment 3 Audit Risk Register

To provide the Audit & Risk Committee with assurance that:

e The financial and statutory functions of the Shire are being undertaken in
accordance with the provisions of the Local Government Act 1995,
associated regulations, Australian Accounting Standards; and

e The local government processes and financial systems in relation to risk
management, internal control and legislative compliance are appropriate.

BACKGROUND

2.

DETAILS

The Internal Auditor conducted a review of a number of areas for compliance
with legislative requirements and accounting policies. Items noted in this
review were discussed with management. The Internal Audit is guided by an
Annual Internal Audit Plan (Attachment 1).

The Internal Audit Function reviewed a number of areas to assess their
compliance with Financial and Statutory Requirements and to assess the
adequacy of the current control environments.

Details of each audit review is contained in the Internal Audit Report
(Attachment 2).

As part of the Internal Audit Review, the Audit & Risk Register has been
updated and reviewed

Review of Investment Policy and Procedures

6.

Reviewed the current investment policy and procedures and made the
proposed change to include the new requirements of Prudential Standard
210.

Shire of Kalamunda
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Changes in Accounting Standards

7. Reviewed and discussed the long term impact of the introduction of Operating
Leases on Balance Sheet following a review by the International Accounting
Standards Board of IFRS 16 — Operating Leases.

Quarterly Financial Statements for the Forrestfield Industrial Area Scheme Stage
1 for 9 months to 31 March 2016

8. Reviewed the Quarterly Financial Statements for the Forrestfield Industrial
Area Stage 1 for the 9 months to the 31 March 2016.

Cell 9 Infrastructure Capital Works Program

9. Attended a series of meetings and met on site to discuss the future planned
capital works program and how best to control expenditure using detailed
cost centres within Synergy.

Review of Fringe Benefits Tax Return for 2015/2016

10. Checked the calculations used to determine the FBT for year ending 31 March
2016 with supporting information (log books), the current gross up rules and
applicable FBT rates for the year.

Review of Tender Documentation and Evaluation

11. Reviewed tender evaluation reports for compliance with legislation, policy and
procedures and the tender guideline prior to submission to Council, and
provided support to the procurement and evaluation teams.

Payroll

12. Reviewed and updated the master copy of the Risk Control Assessment
document for changes made since the last review and discussed and tested
changes made.

Grant Acquittal — Friends of Upper Lesmurdie Falls Rehabilitation Program

13. Reviewed and audited a grant from the State NRM Program for the Friends of
Upper Lesmurdie Falls.

Cell 9 Infrastructure Works, Wattle Grove — Risk Management Workshop

14. Attended a Risk Management Workshop facilitated by Estill & Associates on
capital works projects for Cell 9, Wattle Grove.

Cell 9 Infrastructure Works, Wattle Grove — Risk Management Workshop

15. Reviewed General Tree Services Tenders as part of the evaluation panel.

Shire of Kalamunda
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Review of Statutory Budget for 2016/17
16. Checked the draft agenda report with the draft statutory budget for 2016/17.
Planning for Disclosure of Related Party Transactions

17. Discussed the gathering of information on related party transactions for
2016/17 with senior staff and the shire’s external auditors.

Audit and Risk Register Update
18. Conducted a review and update of the Audit and Risk Register in June 2016.
STATUTORY AND LEGAL CONSIDERATIONS
20. Local Government Act 1995
Local Government (Financial Management) Regulations 1996
Local Government Functions and General) Regulations 1996
Australian Accounting Standards
Fringe Benefits Tax Assessment Act 1986 and its regulations

POLICY CONSIDERATIONS

21. C-PPO1 - Purchasing Policy, C-ADMO01 - Provision and Management of Light
Vehicles Policy.

COMMUNITY ENGAGEMENT REQUIREMENTS

22. Nil.

FINANCIAL CONSIDERATIONS

23. The implementation of the recommendations will reduce exposure to financial
risk and any potential loss to the Shire, and ensure the Shire complies with
legislative requirements.

STRATEGIC COMMUNITY PLAN

Strategic Planning Alignment

24. Kalamunda Advancing. Strategic Community Plan to 2023

Strategy 6.3.3  Regularly review the organisations structure and procedures
in response to changing circumstances.

Strategy 6.8.4 Provide effective financial services to support the Shire’s
operations and to meet sustainable planning, reporting and
accountability requirements.
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SUSTAINABILITY

Social Implications

25.

Nil.

Economic Implications

26.
Environmental Implications
27.
RISK MANAGEMENT CONSIDERATIONS

28.

Nil.

Nil.

containing errors

Risk Likelihood | Consequence Rating Action/Strategy
Redeeming Unlikely Minor Low There is a good
investments spread of
early and investments to
incurring penalty reduce the risk of
interest early withdrawal,

and officers aware
of Prudential
changes
Failure in Possible Insignificant | Low Staff receive regular
recognising updates and kept
changes to informed/ Matter
accounting discussed with the
standards external auditors
Failure to Possible Minor Medium Audit & Risk
address Register regularly
outstanding reviewed and
items in the updated
Audit & Risk
Register
Failure to post Possible Minor Medium Trust ledger
trust funds to reviewed monthly
correct account for miscoding’s and
in Synergy reconciled monthly
with cash on hand
Failure to Possible Minor Medium Some testing
systems upgrade completed and
for payroll proved satisfactory

OFFICER COMMENT

29.

The Internal Audit did not identify any significant non-compliance or control

issues
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30. The issues identified and recommendations made from the Audit were
discussed with management to mitigate risk, strengthen the internal control
practices of the Shire and ensure the Shire was compliant with legislation. The
items noted will be placed in the Audit & Risk Register for monitoring and
actioning.

31. The establishment of an Audit & Risk Register provides the mechanism to
ensure that audit findings are addressed in a satisfactory and timely manner.

| Voting Requirements: Simple Majority

OFFICER RECOMMENDATION (A&R 04/2016)
That Council:

1. Notes the following recommendations included in the Internal Audit Report for
August 2016 (Attachment 2).

Review of Investment Policy and Procedures

The investment policy is approved and adopted to include the requirements of
Basel I11 and Prudential Standard 210.

Changes in Accounting Standards — Operating Leases

e Ensure effects of this standard on the financial statements is discussed
with the external auditors.

e Plan for future implementation of the standard and its effects on the
reportable financial ratios.

e Incorporate changes in the Long term Financial Plan.

e Provide training for administration staff involved in the implementation of
the standard.

Financial Statements for Forrestfield Industrial Area Scheme Stage 1
for 9 months to 31 March 2016

The quarterly financial statements continue to be reviewed by either the
Manager Financial Services or the Internal Auditor before they are provided to
the Planning Department.

Cell 9 Infrastructure Capital Works Program

e A separate chart of accounts is used within Synergy for the receipt and
expenditure of trust funds for Cell 9.

e Trust funds in Cell 9 is monitored and controlled to ensure these funds
are being properly applied.

e Quarterly financial reports are prepared for the Cell 9 Project Team.
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Review of Fringe benefits Tax 2015/2016

There continues to be close monitoring in the use of shire vehicles and
completion of log books.

The Fleet Management Steering Team continues to meet regularly to
discuss improvements in strategies to reduce Fringe Benefits Tax (FBT)
and operating costs on motor vehicles.

The Light Vehicle Policy and Procedures is reviewed and updated to
ensure it incorporates new strategies for controlling the use of shire
vehicles.

Payroll

There is a comprehensive check of upgraded software to ensure all
functions of the upgrade provide the right results by testing all functions
of the upgraded software with predetermined results.

All master file changes are independently confirmed by persons not
responsible for inputting changes or preparing the fortnightly payroll.

An audit trail of all changes to master file information is kept and signed
confirming all changes have been properly made and independently
confirmed.

Cell 9 Infrastructure Works, Wattle grove — Risk Management
Workshop

The risk register is regularly reviewed and kept up to date as capital works
projects are rolled out.

Provision of General Tree Services Tender

The tender guideline is reviewed and updated to include new templates
for use by the evaluation panel, especially on pricing.

The formulas set by procurement is reviewed and documented in the
tender guideline to ensure there is always a consistent approach being
used in the evaluation process.

The tender guideline is updated to reflect improvements in the evaluation
process to ensure all documentation and evaluation procedures are in
line with practice.

Planning for Disclosure of Related Party Transactions

The Shire takes the necessary steps through the Manager of Governance to
collect the information on a regular basis from Councillors and senior staff in
order to compile the information each year for the annual financial statements.

Audit & Risk Register

There continues to be close monitoring of the Audit & Risk Register to ensure
matters identified are being addressed.
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Moved:

Seconded:

Vote:
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Attachment 2
Internal Audit Report October 2016

Internal Audit Report October 2016
Financial and Risk Management Review
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Objectives and Scope of the Internal Audit
The objectives and scope of the internal audit is to provide the Chief Executive
Officer (CEO) and the Audit and Risk Committee with surety that the financial and
statutory functions of the Shire are being undertaken in accordance with the
provisions of the Local Government Act 1995, associated regulations, the Australian
Accounting Standards, any other legislation, and that key controls have operated
effectively during the financial year.
Amendments in 2013 to the Local Government (Audit) Regulations 1996, now
require all reports prepared for the CEO and the Audit and Risk Committee to
examine the appropriateness of the local government’s system in regard to risk
management, internal control and legislative compliance.
The report covers areas examined in accordance with the Audit Plan and legislative
requirements and other functions required to support community groups, internal
functions within the organisation and includes:

= Review of Investment Policy and Procedures

= Changes in Australian Accounting Standards — Operating Leases

= Review of 31 March 2016 Financial Statements for the Forrestfield Industrial

Area Stage 1

= Cell 9 Infrastructure Capital Works Program

= Review of Fringe Benefits Tax Return for 2015/16

= Review of Tenders

= Payroll

= Grant Acquittal — Friends of Lesmurdie

= Cell 9 Infrastructure Works, Wattle Grove, Risk Management Workshop

= Review of Statutory Budget for 2016/17

= Planning for Disclosure of Related Party Transactions

= Review of Tender Guideline

= Audit and Risk Register Update
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Review of Investment Policy and Procedures

Background
Prudential Standard (Basel Il & Australian Prudential Standard 210) for Authorised

Deposit Taking Institutions (ADI’s) has come into force requiring ADI’s to hold
sufficient liquid assets to enable the institution to cover its net cash outflow.

The current regulatory requirement is heavily focused on increasing the banking
sector’s resilience and preparedness to better handle future market disruptions. As a
result, the new Basel Ill regulations consist of three pillars to be phased in between
2015 and 2018 with the current focus being the implementation of APRA’s APS 201
Liquidity Standard which came into effect on 1 January 2015.

These changes now affect the notice period required by investors to redeem an
investment. The ADI will only allow a term deposit to be terminated early with
compensation, and the compensation will be either 30 days notice or a financial
compensation in excess of the interest earned. This is to encourage the placement
of funds in ADI's being held to maturity and to ensure organisations plan for the
redemption of their investments to meet their cash flow requirements.

Work Performed

Reviewed the current investment policy and procedures and made the proposed
changes for review and adoption.

Discussed with Corporate Services staff whether they prepare projected cash flow
requirements to meet the new requirements of Prudential Standard 210, and
whether there were instances requiring the early redemption of investments which
incurred a penalty.

Findings

Corporate Services staff are aware of the Prudential Changes and place funds in
ADI’s for shorter terms to meet the Shire’s future cash flow requirements.

There were no term deposits terminated early since the Prudential Rules came into
place. There is a good spread of investments with no investment being held for
longer than 180 days.

Risk

The risk of redeeming investments early is considered low as there is a spread of
investments with ADI’s in investments held for periods no longer than 180 days. This
ensures investments reach maturity and are not redeemed early.

Management Response

The officer responsible for placement of investments in ADI’s is aware of the
Prudential Changes and only invests funds for periods of up to 180 days with a
spread of redemptions to meet projected cash flow requirements.

Recommendation

The investment policy has been reviewed and amended to bring it up to date and in
line with current practices to include the requirements of Basel 111 and the Prudential
Standard 210 and awaits approval for adoption.
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Changes in Accounting Standards — Operating Leases

Background
On the 13 January 2016 the International Accounting Standards Board (IASB) issued

IFRS 16 Leases after more than a decade of consultation.

The new standard will significantly alter how lessees account for operating leases. At
present all operating leases are accounted by lessees off balance sheet and lease
commitments disclosed by means of a note to the annual financial statements. The
change in accounting standard effectively means that almost all leases will go on
balance sheet.

In the past only finance leases were reported on balance sheet by organisations.
However due to local governments in Western Australia being prohibited by
legislation in granting lessors security over a local government’s non-current assets,
finance leases are not permitted by local governments in Western Australia.

Local Governments are permitted under present arrangements and accounting
standards to have an operating lease as these types of leases do not grant the
lessor a lean over the non-current assets of a local government.

The impact of the change on lessees in the future, is that almost all leases will go
onto balance sheet due to the accounting standard change, and the distinction
between operating leases and finance leases will be removed. Under the new
standard an asset (the right to use the leased asset) and a financial liability to pay
rentals will be recognised on balance sheet with the only exemption being short-
term and low-value leases.

The Shire of Kalamunda currently has a number of operating leases in place for
motor vehicles and IT equipment.

Work Performed

Established the effect the accounting standard changes will have for the Shire and
its impact on the Long Term Financial Plan and discussed this with the Manager
Financial Services.

Discussed these changes with the Department of Local Government and
Communities and the LGMA - Local Government Finance Professionals whom will be
seeking guidance on how this will be played out as many local governments will
need to consider the impact in relation to the Long Term Financial Plans and
Financial Reporting Ratios.

There have been articles issued by Chartered Accountants Australia and New
Zealand, PWC and Nexia Australia on this subject that have been downloaded and
circulated to the appropriate staff.

Findings

The Shire of Kalamunda over the past few years has gradually replaced its fleet of
Shire owned vehicles with vehicles under operating leases. The Shire has IT
equipment under operating leases as this was the preferred option to owning these
types of assets during periods of rapid changes in technology.

The Department of Local Government and Communities have not prepared any
guidance notes, nor has the LGMA — Local Government Finance Professionals. The
Department proposed that officers speak to their external auditors in relation to
these changes with the view to ensuring the changes are properly planned and
implemented.

Shire of Kalamunda




Audit & Risk Committee 103
Agenda — 31 October 2016

The new standard will be effective from 1 January 2019 with early adoption allowed
if the new revenue standard has also been applied.
Management Response
The Manager Financial Services is aware of the change and will be discussing this
matter with the external auditors.
Recommendation

1. Ensure the effects of this standard on the financial statements is discussed

with the external auditors.

2. Plan for the future implementation of the standard and its effects on the
reportable financial ratios.

3. Incorporate changes in the Long Term Financial Plan.

4. Provide training for administration staff involved in the implementation of the
standard.
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Financial Statements for Forrestfield Industrial Area Scheme Stage 1 for
9 Months to 31 March 2016

Background
Quarterly financial statements have been prepared regularly for the Forrestfield

Industrial Area primarily for the planning department and property owners who own
land in the area. These statements are required to be audited at the end of the
financial year by the Shire’s external auditors.
Work Performed
Reviewed the Quarterly Financial Statements for the Forrestfield Industrial Area
Scheme Stage 1 for the nine months to the 31 March 2016 for completeness,
compliance with legislation, presentation and disclosure before the statements were
forwarded to the Planning Department for review.
Findings
The financial statements for the nine months, although unaudited by the external
auditors for this period, were found to reflect and properly disclose the movements
of income and expenditure for the period and the closing balance of cash and cash
equivalents at the 31 March 2016. There was proper disclosure that the quarterly
financial statements are unaudited.
Financial statements included:

0 A Statement of Comprehensive Income

A Statement of Financial Position

A Statement of Changes in Equity

A Statement of Cash Flows

Notes to and Forming Part of the Financial Statements

(6}
o
(6}
(0}

Risk

The risk of the financial statements being inaccurate is considered low as they
reflect the movements in cash and cash equivalents for the period and have been
prepared by a qualified accountant who understands local government accounting
principles and have been independently reviewed.

Management Response

Nil.

Recommendation

The quarterly financial statements continue to be reviewed by either the Manager of
Financial Services or the Internal Auditor before they are provided to the Planning
Department.

Cell 9 Infrastructure Capital Works Program

Background
The Cell 9 funds are held in trust to be spent over the next five to six years on

capital works. These funds represent developer’s contributions for use on capital
infrastructure works including new roads, drainage and footpaths to be constructed
in Cell 9.
Meetings were held with operational, planning and finance staff to plan for future
capital works and to discuss:

e Projected cash flow requirements

e Setting up a separate financial accounting system for control and monitoring
major capital works using Synergy
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e Who should be appointed members on the Scheme Project Control Group

Work Performed
Attended a series of meetings and met on site to discuss the future planned capital
works and the accounting treatment of all future capital works for Cell 9 using
Synergy. There will be significant expenditure commencing in 2016/17 within Cell 9
on capital works that needs regular monitoring and control. This will require Cell 9 to
have its own chart of accounts in the general ledger.
Met with a specialist from IT Vision (Synergy) and finance officers on the best
approach in setting up a separate cost centre using Synergy. The options being
either to use Fund 1 within the Municipal Ledger or setting up a separate ledger
outside Fund 1. This method of control of Trust within the Municipal Funds General
Ledger (Fund 1) is being used by other local governments and has not posed an
issue regarding the segregation of trust funds from municipal funds within the one
general ledger.
Findings
The specialist from IT Vision recommended that a separate cost centre with its own
chart of account be set up within Fund 1 and this be tested. This makes it easier to
control and monitor and it would still be reported and disclosed separated from
Municipal Funds. The control accounts for Trust- Cash at Bank and Trust — Liabilities
will be balanced each month with expenditure either capitalised or expensed each
month and payments made directly from the Trust Cell 9 Bank Account.
Risk
That items from Municipal Funds being incorrectly posted to Trust and vice versa
may occur however this will be checked and monitored with regular monthly
reconciliations of Trust Funds. This will ensure incorrect postings are promptly
corrected.
Management Response
A new chart of accounts has been prepared with a separate cost centre in Fund 1
for Cell 9 transactions and the testing of this has been carried out before its brought
online for the 2016/17 Financial Year. The treatment using Fund 1 was discussed
and accepted by the external auditors provided monthly reconciliations of the trust
asset and liability accounts are carried out.
Recommendation

1. A separate chart of accounts is used within Synergy for the receipt and

expenditure of trust funds for Cell 9.

2. Trust funds for Cell 9 is monitored and controlled to ensure these funds are
being properly applied.

3. Quarterly Financial Reports are prepared for the Cell 9 Project Team.
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Review of Fringe Benefits Tax 2015/16

Background
Fringe Benefits Tax (FBT) is treated as an annual tax. Employers are required to

declare the total taxable value of all relevant fringe benefits provided to their
employees and to associates of their employees, in respect to employment, during
the FBT Year. The 2015/16 FBT year runs from the 1 April 2015 to the 31 March
2016 and the FBT Return for 2015/16 is to be submitted by 23 May 2016. The FBT
payable by the Shire is primarily for motor vehicles provided to employees with
limited private use.

Work Performed

Tested the calculations used to determine the FBT for 2015/16 with supporting
information, such as log books and the apportionment of travel between business
and private journeys, and the current rates applicable used to calculate the FBT and
complete the FBT Return.

Confirmed that the FBT payable was properly calculated using the gross up rules and
applying the current FBT rate of tax to the fringe benefits taxable amount.
Compared the FBT for 2015/16 with the previous year to establish whether there
were significant savings in the determination of this liability in 2015/16 due to the
introduction of new strategies by the Fleet Management Steering Team such the
introduction of electronic log books, novated leasing and improvements in the
management of shire vehicles.

Findings

The principles used for calculating FBT on motor vehicles is based using either the
operating and statutory method, whichever is the lower calculated liability, with
rates applicable for the 2015/16 FBT Year. The statutory method provided the lower
determination of FBT for the majority of the motor vehicles provided to employees.
The FBT for 2015/16 was appropriately determined in accordance with FBT
principles. In the case of motor vehicle benefits this was supported by employee
entitlements and log books.

There has been a significant reduction in FBT compared with the previous year. FBT
has declined by $34,118 or 19% to $145,270, and over the past four years saving in
FBT has totalled $ 187,514

Risk

The risk of incorrectly determining the liability for FBT is considered low. Officers
undertake annual training and are aware of changes or amendments in FBT
legislation. The shire uses the services of a taxation consultant on technical taxation
issues and interpretations when they arise. The finance officer responsible for
calculating the FBT liability maintains supporting information, such as log books,
used in preparing the FBT Return. The officer preparing the FBT has had a number
of years’ experience and a good working knowledge of the FBT legislation. The
information prepared by the finance officer is independently reviewed by the
Internal Auditor and Manager Financial Services.

Management Response

Management has analysed the reasons for the reduction in FBT as being primarily
due to employees being on novated leases, the use of electronic logbooks and a
gradual reduction in the size of the motor vehicle fleet.
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Recommendations

1.

There continues to be close monitoring in the use of shire vehicles and
completion of log books.

The Fleet Management Steering Team continues to meet regularly to discuss
improvements in strategies to reduce FBT and operating costs on motor
vehicles.

The Light Vehicle Policy and Procedures should be reviewed and updated to
ensure it incorporates new strategies for controlling the use of shire vehicles.

Review of Tender Documentation and Evaluation

Background
The Director of Corporate and Community Services requested support for the

procurement team by having the internal auditor review documentation prior to
advertising of tenders and the review of tender evaluations for compliance with
legislative requirements as there were a significant number of current tenders
expiring in May, June and July 2016.

Work Performed

1. Examined the following tender evaluation report for compliance with

legislation, policy, procedures and the tender guideline prior to submission to

Council in May 2016:

e RFT — 1511 Management of Developer Contribution Scheme — Forrestfield
Industrial Area

e eQuote 05-2016 — Weekly Collection and Disposal of Waste Services

Reviewed the selection, qualitative and price criteria of tender documentation
prior to advertising of tenders and met with the operations staff to go through
the draft documentation for the following:

e General Tree Services Tender

e Cleaning Tender

Findings
1. For RFT — 1511 the tender evaluation complies with legislation, policy and

procedures and appeared to have been carried out properly. A request for
further information from all tenderers was obtained following an initial
assessment which determined that two elements of the tender required
further information, namely the contract period and fee structure. This
information was then applied in the determination of the price and overall
assessment.

The operations team were comfortable with the draft documentation
prepared by procurement. Minor changes were made to the selection criteria.
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Risk

1.

2.

The risk of tenders not being transparent and complying with legislative
requirements is considered low. Procedures were properly followed for the
assessment and evaluation of all tenders by the evaluation panel, and
undertaken in accordance with legislation.

The risk of the documentation and specifications not meeting the objectives
of the services for general tree lopping and cleaning is considered low as the
operations staff involved in the control of these services were actively
involved in preparing and approving the selection criteria.

Management Response

Management reviewed and endorsed changes proposed on RFT- 1511.
Recommendations

Nil

Payroll

Background
A risk control assessment was completed to assess the internal control environment,

compliance with statutory obligations and ensure payroll expenses are accurately
calculated and recorded.
Work Performed

Reviewed and updated the master copy of the Risk Control Assessment document
for changes made since the last review. Discussed and tested the changes to ensure
the amendments are now being performed.

Findings

1.

O
o
.HX

The Synergy upgrade for payroll has been tested by HR prior to the proposed
upgrading on the 24 June 2016. Forms were issued by IT to be completed
and returned for confirmation that the upgraded system had been tested.
There were no payroll issues reported to IT on the Synergy upgrade.
However a review of the forms distributed by IT for the required testing were
not completely signed off confirming all items had been tested.

The Synergy System is able to generate a report of all master file changes on
a regular basis. These reports can be independently verified for correctness
before the fortnightly payroll is generated. At present the fortnightly payroll is
checked by the Manager Strategy & People Services for significant changes
when the payroll is approved. However no one conducts an independent
check of master file changes who is independent from the payroll preparation
function.

Without a comprehensive check of all functions within the Synergy payroll,
there is a chance that the system upgrades may not provide correct and
accurate payroll results.

Shire of Kalamunda



Audit & Risk Committee 109
Agenda — 31 October 2016

2. Master file changes not being independently confirmed may result in errors
going undetected, plus a risk of unauthorised changes being made.

Management Response
1. Testing on this upgrade was completed by HR and the results provided to IT.

2. The Manager is satisfied another officer in payroll is checked with master file
changes after they were entered in Synergy.

Recommendations
1. There should always be a comprehensive check of upgraded software to

ensure all functions of the upgraded software provides the right results.

2. All master file changes should be independently confirmed by persons who
are not responsible for inputting the changes or preparing the payroll each
fortnight.

3. An audit trail of all changes made should be kept and signed off confirming
that all changes have been properly made and independently confirmed.

Grant Acquittal — Friends of Upper Lesmurdie Falls Rehabilitation Project

Background
Received a request from the Director Corporate and Community Services to assist

the Friends of Lesmurdie Falls with the audit of the acquittal of a grant for the
rehabilitation of a creek at Lesmurdie Falls. A grant from the State NRM Program
was received to be used in the rehabilitation of the banks of Lesmurdie Creek.
Contractors were engaged to spray for weeds and volunteers to assist in the
revegetation of the creek.

Work Performed

Confirmed all significant receipts and payments with supporting documentation and
bank statements. Requested and obtained further information from the Project
Manager.

Ensured the grant was acquitted properly and in accordance with the terms and
conditions of the funding program.

Findings

All major receipts and payments were supported by receipts or invoices. The grant
was properly acquitted and signed by the Project Manager before the audit was
signed off.

Friends of Upper Lesmurdie Falls contributed $34,853, the Shire of Kalamunda
$10,000 and the Department of Parks and Wildlife $42,220.

Risk

Risk is considered low as all payments of the State NRM Grant was properly
acquitted and receipts of contributions banked.

Management Response

Nil
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Recommendations
Nil

Cell 9 Infrastructure Works, Wattle Grove — Risk Management Workshop

Background
Estill & Associates facilitated a Risk Management Workshop on capital works projects

for Cell 9, Wattle Grove on Thursday 9 June 2016. A number of significant capital
projects are planned for completion over the next 5 to 6 years within Cell 9. The
facilitator workshopped identifiable risks associated with the smooth delivery of
these projects.
The project scope and delivery context was provided by the Project Manager and the
key project risks and opportunities were delivered.
The objectives of the workshop were to:

e Raise awareness and understanding of the need for, an approach to, effective

risk management in capital works projects,
¢ Identify the risks and opportunities associated with the planning,
development, design, approvals, construction and operation of Cell 9; and
e Establish the Project Risk Register for Cell 9 Works.

Work Performed

Attended the Risk Management Workshop to discuss the identifiable risks associated
with the capital works. Participants comprised a broad cross section of operations
and administration staff, electrical engineers, civil engineers, consultants, to
workshop and identify risks and opportunities associated with the delivery of the Cell
9 Infrastructure Works in Wattle Grove.

Findings

The Facilitator used guidelines and tables to help establish the risk rating by
identifying the likelihood and consequences of the event occurring after mitigating
the level of risk in accordance with the Risk Rating Matrix used by the Shire and
included in the adopted Risk Management Plan (adopted by Council in May 2015).
Risk

Risk associated with rolling out the capital works program was workshopped with
measures put in place on how to manage and mitigate this risk.

Management Response

A register was prepared of all identifiable risks assigned to responsible officers to be
regularly reviewed and updated. Project Team members to provide ongoing
comment and feedback over time to the Project Manager in order to keep the
Project Risk Register up to date.

Recommendations

The Risk Register is regularly reviewed and kept up to date as capital work projects
are rolled out.
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Provision for General Tree Services Tender

Background
The General Tree Services Tender closed on 1 June 2016. Six complying tenders

were received by the closure date. These tenders were reviewed by three staff
members on the evaluation panel plus the Shires Occupational Health and Safety
Officer for compliance with OH&S standards.

The tender panel consisted of two employees from operations familiar with the tree
services tender specifications, selection criteria and nature of work to be
undertaken, and one person from corporate services familiar with the tender and
procurement procedures. A procurement and finance officer was also in attendance
to coordinate the process and provide electronic details of each tender for
evaluation.

Work Performed

The tenders were reviewed for compliance with applicable standards and statutory
requirements for occupational safety and health, evaluated for their qualitative
criteria and pricing.

The evaluation was conducted in accordance with the tender guidelines which is part
of the Shires Purchasing policy and procedures. A consensus scoring approach was
used by the evaluation panel for each tenderer.

Findings

The process used to arrive at the scores for each tenderer was carried out in a fair,
equitable and objective manner with comparisons made between tenderers based
on their responses to the selection criteria and on whether they had satisfactorily
addressed all the selection criteria requirements.

The procedures used were transparent, fair and complied with the tender
regulations and guidelines.

The evaluation process and scoring was undertaken on a consensus basis by panel
members rather than each member scoring their own sheets and then arriving at a
consensus and qualitative score.

Management Response

The consensus approach for scoring provided a better outcome as qualitative scores
are compared, discussed and agreed upon at the time before a score was awarded
for each selection criteria on each tender. This method allows qualitative scores to
be properly compared with other tenderers and is transparent.

Comparison of prices was based on weightings using historical data for the number
of services used for each category. The scores were calculated using the price for
each category provided by each tenderer.

Recommendations

The tender guideline is reviewed and updated to include new templates for use by
the evaluation panel, especially on pricing.

The formulas set by procurement are reviewed and documented in the tender
guideline to ensure there is always a consistent approach being used in the
evaluation process on pricing.
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Review of Statutory Budget for 2016/17

Background
Received a request to review the draft agenda report and draft statutory budget for

2016/17 prior to distribution to councillors.

A local government under Section 6.2 of the Local Government Act 1995 (the Act) is
required to prepare and adopt a budget for its Municipal Fund between 1 June 2016
and 31 August 2016 for the 30 June 2017 Financial Year, or such extended time as
the Minister allows.

The annual budget needs to be prepared and adopted in a manner prescribed for
the financial year and incorporate detailed information as contained under Section
6.2(4) of the Act.

In formulating the budget a local government is to have regard to the contents of
the plan for the future of its district under Section 6.2(2) of the Act and prepare
detailed estimates for the current year.

The adopted budget under Part 3 of the Local Government (Financial Management)
Regulations 1996 is required to submit a copy of the annual budget to the
Department of Local Government and Communities within 30 days of its adoption.
Work Performed

Compared the information contained in the draft agenda report with the draft
statutory budget.

Checked and cross referenced information contained in the budget with the notes to
the budget and between key financial budget statements.

Ensured the budget for the year ended 30 June 2017 contained all the statutory
financial statements and supporting notes.

Findings

The information contained in the draft agenda report agree with the detailed
information contained in the draft statutory budget financial statements.

The statutory budget for 2016/17 contained all the key statutory financial
statements and notes to the schedules.

Notified the Corporate services team to ensure the adopted budget is submitted to
the Department of Local Government and Communities within 30 Days of its
adoption.

Management Response

The annual budget for 2016/17 was adopted by Council on the 20 June 2016 and
will be submitted within 30 days of adoption to the Department of Local Government
and Communities.

Recommendations

Nil
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Planning for Disclosure of Related Party Transactions

Background
The Australian Accounting Standards Board issued a standard in March 2015 which

extends the scope of AASB 124 Related Party Disclosures to include the application
by not-for-profit entities. This will now require local governments to disclose related
party transactions from 1 July 2016 (effectively for the year ended 30 June 2017).
The knowledge of related party transactions, outstanding balances and relationships
is considered important in understanding and assessing an entity’s operations.
A local government will need to consider the nature of the related party relationship
as well as information about those transactions and outstanding balances, including
commitments, necessary for users to understand the potential effect of the
relationships on the financial statements.
The standard will include:

e Close members of the family of a person

e Compensation
e Key Management Personnel — for local government it will include all
councillors and senior staff

Work Performed

The Department of Local Government and Communities were contacted to ascertain
whether they had or intended issuing guidance notes in relation to this standard.
Spoke to the external auditors regarding the application of the standard for local
governments.

Findings

The external auditors at a meeting on the 16 June 2016, acknowledged the
application of the standard for local government. The Shire will need to plan on
gathering of information for proper disclosure in the 2016/17 Financial Statements.
Management Response

Senior staff have attended training on an update to Financial Reporting with Moore
Stevens (WA) Pty Ltd which included guidance notes on this standard and the
reporting requirements.

Recommendations

The Shire takes the necessary steps through the Manager of Governance to collect
the information on a regular basis from Councillors and senior staff in order to
compile the information each year for the annual financial statements.

Review of Tender Guideline and Management of Tenders

Background
The tender guideline was prepared in June 2012 to strengthen the procurement

procedures and develop a uniform practice for the evaluation of tenders and to be
compliant with the provisions of the Local Government Act 1995 and the Local
Government (Functions & General) Regulations 1996.

Regulation now requires tenders to be publicly invited for goods or services expected
to be more than $150,000 with anti-avoidance provisions in place to avoid the
calling of tenders by entering into two or more contracts.

Work Performed
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After sitting on panels assessing and reviewing tenders for compliance with the
guideline, there is room to improve and streamline the tender process by reviewing
the tender guideline in order to make it easier to understand, and ensure all tenders
are evaluated and scored in a consistent manner.

Findings

The tender guideline requires a clear description of the scoring procedures to be
used for pricing, and templates updated with built in formulas for scoring of tenders.
There are templates within the guideline, however there is insufficient description on
how scores are calculated as part of the assessment process. Improvements in this
area is essential so that pricing is carried out in a consistent manner.

As tenders are confidential documents, the assessment and scoring should always
be kept confidential and preferably in one location held by Procurement with
restricted access. The procurement officers controls all tenders and ensures they are
kept in a secure location before tenders are awarded, and restricts the access to
electronic copies of tenders held on the computer hard drive.

Management Response

Additional information that documents pricing information will be adopted by the
procurement section as this is considered good practice and provides a consistent
approach to the scoring of pricing to be used in the final evaluation report.
Recommendations

The Tender Guideline is updated to reflect improvement in the evaluation process to
ensure all documentation and evaluation procedures are in line with practice.

Audit and Risk Register Update

Background
Included as part of the internal audit plan is a regular review and update of the
Audit and Risk Register.
Work Performed
Conducted a review of the Audit and Risk Register in June 2016 to establish whether
items identified have been addressed or actioned.
Findings
Following the last review in February 2016, the following items have or are now
being addressed:

e Asset Management Plans

Assets A1l Asset Management Plans are being phased in over the next
three years i.e. between 1 July 2016 and 30 June 2019

e Accounting Standard Changes

AASB 124 — Related Party Transactions

The new changes have been referred to the external auditors and
senior employees have attended the Moore Stephens Financial
Reporting workshop where these changes were discussed and included
in their guidelines. Workings will now be based on these guidelines and
information gathered.
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e Confirm Permitted use of Shire Vehicles —P 5

HR are in the process of reviewing and updating personnel files to
ensure there is a letter of authority confirming the use of a shire
vehicle.

Management Response

Items in the Audit and Risk Register are being addressed by management and the

register updated.

Recommendations

The Audit and Risk Register continues to be reviewed every quarter to ensure

matters identified and recorded are being addressed.
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Declaration of financial / conflict of interests to be recorded prior to dealing with each item.

05.

PURPOSE

Risk Management Review 2016

Previous Items

Responsible Officer Director Corporate & Community Services
Service Area Internal Audit

File Reference

Applicant N/A

Owner N/A

Attachment 1 Risk Management Review 2016
Attachment 2 Recommended Monitoring Activities
Attachment 3 Key Control Activities

To review the Risk Management Report (Attachment 1) and recommend the
results of the review to Council.

BACKGROUND

2.

DETAILS

4.

The Local Government (Audit) Regulations 1996 requires the Chief Executive
Officer (CEO) to carry out at least a biennial review of legislative compliance,
internal control and risk management, and present the results of the review to
the Audit and Risk Committee for their consideration. The Audit and Risk
Committee is to consider the CEQ’s review and report the results of the review
to Council.

This is the second review required to be completed by the CEO, and reviewed
by the Audit and Risk Committee, with the results of the review reported to
Council by the 31 December 2016.

The Shire of Kalamunda provides an effective operating environment by
ensuring it has the necessary resources, expertise and skills to deliver services
to the community and discharge its obligations under law. This is achieved
through its corporate governance framework which enhances the
organisational performance, improves the internal control environment and
through managing and mitigating risk while ensuring that its legal and ethical
obligations are met.

There are a number of strengths in the governance and organisational
management practices of the Shire which ensures it has internal control
processes designed to assist the Shire in addressing risk of fraud and error,
and improving reliability of financial reporting and compliance with legislation
and policies. These strengths include:

¢ An Integrated Planning and Reporting Framework adopted by Council
and recommended by the Department of Local Government and
Communities.
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A high level of reporting and information content in Council Agendas and
Minutes which includes risk management considerations.

High level of reporting information and content in the Annual Report.

A Risk Management Policy and an Integrated Risk Management Plan.

An Audit Risk Register to address and monitor management’s responses

to Audit issues.

A Business Continuity Plan.

Regular review of existing policies and adopting new policies.
A Code of Conduct.

Committee.
A Record Keeping Plan.
¢ Maintaining Statutory Registers including:
— A Gift Register
— Financial Interest Register
— Tender Register
— Delegated Authority Register
— Other statutory and good practice documents

Improvement Opportunities:

Internal auditor who provides regular reports to the Audit and Risk

o Complete documentation of operational procedures for rates and payroll.

o Comprehensive induction training required for new employees.

STATUTORY AND LEGAL CONSIDERATIONS

6. Part 7 of the Local Government Act 1995
Regulation 17 of the Local Government (Audit) Regulations 1996

POLICY CONSIDERATIONS
7. Code of Conduct (ADM5)
Purchasing Policy (PUR 1)
Risk Policy
Records Policy
Business Continuity Policy
COMMUNITY ENGAGEMENT REQUIREMENTS
8. Nil.
FINANCIAL CONSIDERATION
9. Nil.
STRATEGIC COMMUNITY PLAN
Strategic Planning Alignment

10. Kalamunda Advancing: Strategic Community Plan to 2023

Delivery of all elements of the Strategic Community Plan to 2023.
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SUSTAINABILITY

Social Implications

11.

Nil.

Economic Implications

12.

Nil.

Environmental Implications

13.

Nil.

RISK MANAGEMENT CONSIDERATONS

14.

required for
new
employees

Risk Likelihood | Consequence | Rating | Action/Strategy
Rates — Failure | Possible Minor Medium | Ensure
to provide documentation
adequate and training for
documentation new staff.
and training in
rates.
Failure to Possible Minor Medium | Suitable training
provide will be provided
comprehensive as part of training
training program.

OFFICER COMMENT

15.

The Risk Management Review illustrates that the Shire’s legislative compliance,

internal control environment and management of risk is sound. Notwithstanding,
improvement opportunities identified within the Risk Management Review will

enhance the Shire’'s governance and control environments.
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| Voting Requirements: Absolute Majority

OFFICER RECOMMENDATION (A&R 05/2016)

That Council:

1. Receives the findings and recommendations contained in the Internal
Auditors Risk Management Review (Attachment 1).

Moved:

Seconded:

Vote:
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Attachment 1
Risk Management Review 2016

Shire of Kalamunda
Risk Management Review 2016

October 2016
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Background

Under the Local Government (Audit) Regulations 1996, the Chief Executive Officer
(CEO) of a local government is to carry out a Risk Management Review every two
years covering legislative compliance, internal control and risk management, and
present the results of the review to the Audit and Risk Committee for their
consideration. This is the second review to be presented to the Audit and Risk
Committee for their consideration with the results to be reported to Council and the
Department of Local Government and Communities by 315t December 2016.

The first review was completed by the CEO, the report presented to the Audit and
Risk Committee in November 2014 and reported to Council and the Department of
Local Government and Communities by the 31 December 2014.

There are many similarities between the Risk Management Review and the Financial
Management Review. The Risk Management Review is more comprehensive than the
Financial Management Review and includes specific items for inclusion in the report
as required by the Local Government Operational Guideline Number 09 — “Audit in
Local Government” issued by the Department of Local Government and Communities
and Section 7 — “Internal Control Framework” of the Western Australian Local
Government Accounting Manual.

Legislative Compliance

Audit and Risk committee practices in regard to monitoring compliance programs
include:
= Monitoring compliance with legislation and regulations.

Executive and the management team receive and examine regular
publications issued by the Department of Local Government and
Communities, from professional associations and the Australian Accounting
Standards Board on accounting standards and legislative changes. Senior staff
regularly attend professional development seminars to keep them informed
and updated on matters affecting local government.
Significant changes introduced or proposed in the past two years include:

o The full recognition of all non-current assets at fair value, a legislative

requirement that was be completed by 30 June 2015.

0 An increase in tender thresholds from $100,000 to $150,000 which
took effect on 1 July 2015 requiring a review and update of the
purchasing policy and procedures.

o Changes in the application of Australian Accounting Standard —
“Related Party Transactions” (AASB 124) effective from 1 July 2016 to
be planned in order to collect information for financial reporting
disclosure.

o0 Proposed changes in the treatment of operating leases will require
officers to gather information, undertake training and plan for the
future treatment of operating leases effective after 1 January 2019 as
a result of changes to International Financial Reporting Standard
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(IFRS) 16 — “Leases” requiring operating leases previously disclosed off
balance sheet to be recognised on balance sheet. Long Term Financial
Plans will need to include this change and be updated.

0 Proposed changes for Not for Profit (NFP) entities on Income
recognition effective January 1 2017. ED 260 applies to grants,
donations, taxes and other receipts that are outside the scope of
accounting standards and includes guidance assisting NFP entities in
applying AASB 15.

The Manager of Governance, Manager Financial Services and Internal Auditor
have a good working knowledge of the Local Government Act 1995 and
associated regulations with many years’ experience working for local
governments and on local government matters. They regularly attend training
seminars on legislative and Australian Accounting Standard changes.

To ensure there is proper compliance with legislation a review is undertaken
every two years of statutory documents and good practice documentation to
ensure the information is current and regularly reviewed.

= Reviewing the annual Compliance Audit Return

The internal auditor reviewed the Compliance Audit Return prepared by the
Manager of Governance for years ending 31 December 2014 and 2015. The
returns were received by the Audit and Risk Committee, adopted by Council,
and submitted to the Department of Local Government and Communities by
the 31 of March the following year.

There were no items of non-compliance detected with respect to the
Compliance Audit Returns for 2014 and 2015.

= Reviewing whether the local government has procedures for it to receive,
retain and treat complaints, including confidential and anonymous employee

complaints

The Shire has a Complaints Handling Policy and Procedures. All complaints
are required to be registered in a Complaints Data Base in Synergy,
acknowledged within five working days and wherever possible resolved within
10 working days. Where a complainant requests their identity and complaint
details to remain confidential; the Shire will ensure that disclosure of any
personal information to third parties is not made.

The Shire is considering the use of new software to track all complaints using
a separate data base of registered complainant’s details to ensure all
complaints are actioned promptly as part of its Information and
Communications Technology Strategy 2016 -2017 (ICT Strategy) to deliver
enhancements to customer service and improvements in efficiency and
information management.
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Financial Reporting and Identifying Adverse Trends

Monthly Statements of Financial Activity identify significant adverse trends
reported to council. At least one budget review plus a Statutory Budget
Review is undertaken each financial year to ensure adverse trends are
identified and actioned early with all budget amendments presented to
Council for approval. The Statutory Budget Review after adoption by Council
is submitted to the Department of Local Government and Communities within
30 days.

Further controls include regular budget reviews in order to identify unusual
types of transactions and major variances of income and expenditure. This is
in addition to a statutory budget review of all line item of income and
expenditure with all significant variances properly investigated. Budget
reviews and amendments are approved and adopted by Council.

Monthly Statements of Financial Activity are prepared in accordance with
legislative requirements and presented to Council. Significant variances in
income and expenditure in these monthly statements are identified and
included in the monthly report to Council.

There are controls in place for payment of accounts to ensure supplier’s
payments do not exceed the tender threshold. A list of all payments are
presented to Council each month with the name of the payee, amount and
nature of the payment.

Staying Informed of Compliance Changes — Employee Training

WALGA training was undertaken in February 2016 for all employees involved
in raising of purchase requisitions, eQuotes and tendering to make them
aware of the legislative changes and requirements under the Loca/
Government Act 1995 and the Local Government (Functions and General)
Regulations 1996.

Employees involved in preparation of the Annual Budget and Annual Financial
Statements attended workshops organised by Moore Stephens in 2015 and
2016 to make them aware of legislative and Australian Accounting Standard
requirements and changes.

Grant Thornton provided workshops on Fringe Benefits Tax (FBT) updates in
2015 and 2016 attended by finance officers involved in preparation and
review of the shires liability for FBT.

Finance officers attended training on the proposed changes to the new lease
standard provided by Nexia Solutions in July 2016. The new standard IFRS 16
— Leases, and the AASB equivalent will be effective for annual reporting
periods beginning on or after 1 January 2019 bringing all operating leases,
with minor exceptions, on balance sheet and have an impact on the Long
Term Financial Plans of the Shire and its key financial ratios.
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Financial disclosure and significant compliance issues.

All disclosures in management financial reports are reviewed by the
management team and executive to ensure they comply with the Local
Government Act 1995, Local Government (Financial Management)
Regulations 1996, and Australian Accounting Standards before they are
presented to Council. Effects of significant changes such as the recognition of
assets at fair value, are reviewed by the financial management team and the
external auditors to ensure the recognition, treatment and disclosure complies
with legislation.

Audit Planning and Independence

The Shire has developed a risk based internal audit plan. Areas of significant
identifiable risks are reported to the Audit and Risk Committee and placed in
an Audit Risk Register. The Audit Risk Register is regularly reviewed and
updated to ensure timely resolutions of issues.

Internal and external auditors have considered conflicts of interest and
independence very seriously as part of their own ethics and considered the
ethics of others in their audit plans. The external auditors as part of their
rigorous quality control and client acceptance procedures have ensured they
are independent and do not engage in actions or appointments that will
compromise this independence.

Managing Compliance and Ethics

The internal auditor ensures the financial interest register, disclosure of gifts
register and other statutory registers are being maintained by the Manager of
Governance in accordance with legislation when the Compliance Audit Return
is reviewed each year.

Councillors and staff are made aware of their public duty and private
interests. Councillors and staff with delegated authority are required to submit
primary and annual returns every year. Councillors and staff were instructed
on how to complete their returns to ensure all returns are completed correctly
and submitted on time.

Newly elected members are provided with guidance and external training
arranged by the Manager of Governance.

Understanding Local Government Compliance and Regulatory Framework

The internal auditor regularly reviews publications issued by the Department
of Local Government and Communities, the Chartered Accountants Australia
and New Zealand and the Department of Local Government and Communities
for changes to legislative requirements, and amendments to Australian
Accounting Standards to ensure new changes are properly implemented. The
external auditor discusses new legislative requirements with the Manager
Financial Services and the Internal Auditor to ensure changes have been
properly implemented.
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=  Committee Roles and Responsibilities

Committee members are aware of their obligations not to misuse their
positions for financial gain and to disclose their financial interest on all
matters to go before committees. Members have been provided with a copy
of the Local Government Operational Guideline — Number 9 “Audit in Local
Government” revised in September 2013 which outlines their function and
responsibilities and have been provided with a copy of the Code of Conduct.

Internal Control

The Shire of Kalamunda has adopted a contemporary approach based on a pro-
active, risk awareness culture which identifies the key business risks that the Shire
of Kalamunda faces in today’s environment and has implemented a framework
based on these foundations. By taking this approach the Shire is able to meet its
statutory obligations to ensure it has appropriate policies, practices and procedures
of internal control in place and being maintained in order to assist the Shire to carry
out its activities in an efficient and orderly manner. This enables the Shire to achieve
its objectives, of adherence to management policies, safeguarding the Shire’s assets,
and to secure as far as possible the accuracy and reliability of its records.

= |nteqrity and ethics of the organisation.

The Shire adopted a new Code of Conduct in November 2014 as required by Section
5.103 of the Local Government Act 1995 to provide guidance to Council members,
committee members and employees of the Shire in regard to their duties and
responsibilities, and to outline the standard of conduct expected of them. There are
separate Codes of Conduct for elected members and employees. The Code of
Conduct was distributed to councillors and employees and signed declarations
returned to the Executive Research Officer by the 30 June 2015.
The Code of Conduct is on the Shire’s intranet and forms part of a new employees
induction training.
The guiding principles of the Code of Conduct for Shire of Kalamunda employees,
council members and committee members fulfilling their duties is to:

e Act with reasonable care and diligence;

e Act with honesty and integrity;

e Act lawfully;

e Avoid damage to the reputation of the local government;

e Be open and accountable to the public;

e Base decisions or advice on relevant and factually correct information;

e Treat others with respect and fairness; and

e Not be impaired by mind affecting substances.
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The Code of Conduct includes the use of:
e Confidential Information;

e Intellectual Property;

e Information to be Provided to Council Members;
e Improper and Undue Influence;

e Use of Local Government Resources;

e Role of Council Members and Employees;

e Disclosure of Interest;

o Gifts;

e Personal Behaviour;

e Corporate Obligations;

e Internal and External Communication;

= Complaints Handling

There is a Complaints Handling Council Policy and procedures adopted on 22
September 2014, with all complaints registered and actioned by appropriate
business units in a timely fashion. A register is maintained of all complaints logged
onto the computer system and actioned. Management receive regular reports on the
number of complaints received and actioned each month.

=  Policies and delegated authority.

A register is maintained of all Council Policies and Procedures. Policies and
procedures are regularly reviewed and updated. There is a delegations register that
is kept up to date and reviewed regularly.

= | evels of responsibility and authority.

There is a documented corporate structure for the organisation headed by 12
Councillors, the CEO, three directors and fifteen managers with delegated authority.
Powers are delegated in writing and the delegations register is kept up to date.

= Audit practices.

The Shire has an Audit and Risk Committee that meets during the year to review the
internal and external auditor’s reports and recommendations before they are
presented to Council. The Audit and Risk Committee complies with the appointment,
function and responsibilities under the Local Government Act 1995 and the Local
Government (Audit) Regulations 1996.

The internal auditor regularly reviews and tests the financial management systems
of the Shire and prepares regular reports to the Audit and Risk Committee of his
findings, with management’s comments and recommendations on the
appropriateness and effectiveness of the systems in relation to risk management,
internal control and legislative compliance.

Maintaining an effective and transparent internal control environment is vital to
enable the Shire to operate effectively. The internal control reviews have centred on
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the separation of roles, control of approvals, and restricted access to assets and

master fie records, approval of financial payments, physical inventory counts, regular

reconciliation of accounts and more than one budget review each year. Internal
audit review activities have been conducted in the following areas:

Cash Floats and Petty Cash.

Rates and Rate Rebates, Concessions, Discount and Interest.
Assets- Fixed Assets.

Records/ Storage of Information.

Expenses — Payroll.

Liabilities — Employee Provisions.

Liabilities — Loan Borrowings

Bank Reconciliation.

Home and Community Care (HACC).

Cell 9 — Trust Funds ( Capital Works)

Adoption of Fair Value Accounting.

Tendering.

Procurement and Accounts Payable.

Investments.

Fringe Benefits Tax (FBT).

Contributions by Lessees/Asset Additions.

Expenses — Corporate Credit Card Policy.

Review of Compliance Audit Returns for 2014 and 2015.
Mail Remittances and Cash Receipts.

Fees and Charges.

Budget Reviews.

Monthly Statement of Financial Activity.

Long Term Financial Plan 2026

Annual Budget 2016/2017.

Registers

Delegations

Insurance

Credit Card Transaction and Procedures

Forrestfield Industrial Area Stage 1 (Quarterly Financial Statements)

During the past two financial years no significant non-compliance issues were
identified.

The audit findings requiring attention have either been actioned or entered in an
Audit Risk Register with an estimated date for the items to be actioned (Refer
Appendix 2). These items are monitored for a timely resolution.
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= |nformation systems and access

There are proper controls in place restricting access to computer information
systems and records. In October 2009 the State Records Commission approved the
Recordkeeping Plan on the control and storage of information held by the Shire. This
plan has been reviewed and updated. It was approved for submission by Council in
September 2014, and submitted to the State Records Commission on the 26th
September 2014.

The Shire uses a fully integrated local government financial accounting system
(Synergy) for its budgeting, financial reporting and records management. The
system provides restricted access to various levels of information by employees for
the protection and integrity of data. Appropriate access controls are operating
effectively.

= Managements operating style.

Management provides professional advice and well researched agenda reports for
councillors. These reports are prepared by management, reviewed by the Manager
for Governance and examined by the Executive team made up of the CEO, Directors
and Manager of Governance before they are accepted, signed off and circulated to
Councillors. Management conveys its reports in a compliant and transparent manner
with an officer's recommendation based on all the information provided.

= Human resource management and practices.

There are proper controls and procedures in place in Human Resources for the
control and protection of employee’s confidential information. There are policies and
procedures for Occupational Health and Safety, Staff Training and other operational
matters affecting employees. Management practices includes a regular review of
leave entitlements to ensure this is being regularly taken by all employees and does
not exceed certain levels.

= Reviewing the effectiveness of the local government’s internal control systems
with management and the internal and external auditors.

A review of Key Control Activities and Recommended Monitoring Activities were
conducted by the internal auditor and the findings summarised in the following
attachments presented to the Audit and Risk Committee:

e Key Control Activities (Attachment 3)

e Recommended Monitoring Activities (Attachment 2)

The key control and recommended monitoring activities formed part of the internal
audit plan for 2014/15 and 2015/16 and is regularly reviewed and the results
reported to the Audit and Risk Committee.
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Risk Management

Risk Management in Local Government

Risk management in local government is about the systematic identification,
analysis, evaluation, control and monitoring of risk within the organisation.
While risk cannot be totally eliminated, the Shire is strongly committed
towards establishing robust structures, processes and controls that are cost
effective in reducing the risk profile, thereby protecting the interests of the
Shire, the public and other key stakeholders.

Risk management is an integral part of the management style of the Shire of
Kalamunda embedded in the culture and business processes, and is applied at
all levels and functions within the organisation.

The Chief Executive Officer (CEO), Directors and Managers are primarily
responsible for managing strategic and operational risk on a day to day basis
which forms a critical first line of defence for Council. The powers are
delegated in writing to the CEO by Council and by the CEO to staff.
Management establishes an appropriate control environment which includes
the relevant financial internal controls for addressing the underlying
accounting financial systems and processes along with legislative
requirements.

The Shires Governance framework establishes the policies and procedures
which govern organisational activities and processes. This is established
through monitoring activities such as self-assessments, regular reviews,
management evaluation and process monitoring and improvement..

The internal audit function is charged with the responsibility to perform an
objective assessment on the evaluation of performance of internal control
activities and business processes. The internal audit includes an evaluation of
key operational and financial internal controls, an assessment of risk, and
compliance with legislation. Internal audit findings, management responses
and recommendations are regularly reported to the CEO and the Audit and
Risk Committee.

The external audit function is independent and provides management with
an audit opinion on whether the Shire’s accounts are properly kept, and
whether its financial report is presented fairly in accordance with the
requirements of the Local Government Act 1995, Local Government (Financial
Management) Regulations 1996 (as amended) and other professional
reporting requirements. The external auditor conducts an interim audit on
financial processes and procedures to substantiate the accuracy of
information reported in the annual financial statements, and issues an interim
management report with management’s responses, and a final audit report
on the annual financial statements. These reports are presented to the Audit
and Risk Committee for consideration. During the past two financial years the
interim management reports issued by the external auditors have provided
minor recommendations to improve procedural matters which have or are
being addressed by management and have been included in the Audit risk
Register. The Audit Report on the annual financial statements for years
ending 30 June 2015 and 30 June 2016 have both been unqualified reports.
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The Interim Audit Report on the Financial Statements for the years ending 30
June 2015 and 30 June 2016 were presented to the Audit and Risk
Committee with items being addressed by management.

=  Providing an Effective Risk Management System

Council noted and adopted a Risk Management Policy in March 2012 to
establish a consistent, efficient and effective assessment of risk within the
organisation and Risk Management procedures on application of the policy.
The Shire has developed an integrated Risk Management Plan documenting
the Risk Management process and identifying the systems and processes
used in the management of risk.

The risk management processes are an integral part of management and the
Shire is committed to continuing to improve its business and risk
management priorities.

All risks identified by the internal and external auditors are included in an
Audit Risk register for actioning and monitoring by management and
executive. These risks are regularly reviewed, updated and reported to the
Audit and Risk Committee.

= |mplement a Business Continuity Plan and Disaster Recovery

The Shire has developed a Business Continuity Framework comprised of a
Business Continuity Policy, Procedures and Business Continuity Plan. The
Framework enables the Shire to respond to major incidents that have the
potential to significantly impact on the ability of the Shire to deliver its key
business activities and primary services. A major incident may also result in
casualties, property damage, business interruption, financial loss and damage
to the Shire’s reputation and image.

The plan incorporates the prevention, preparedness, response and recovery
framework which aims to return the Shire to a timely resumption of business
activity before the business interruption critically impacts service delivery.

The Shire also has an IT Disaster Recovery Plan. The primary focus of this
plan is to enable an effective response to a disaster that destroys or severely
cripples the Shires central computer system operated by the Technology and
Corporate Support Group. The intent being to restore operations as quickly as
possible with the latest and most up-to-date data available.

A new Information Communications Technology Strategy 2016 - 2020 was
adopted by Council on the 27 June 2016 with one of its priority actions being
regular reviews, testing and refinements of the Business Continuity Plan and
Disaster Recovery Plan.
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Managing and Assessing Risk, and Raising Awareness of Risk.

The Shire manages Risk at the strategic operational and project levels.
Strategic level risks are reported through the Audit and Risk Register.

A Risk Management Workshop was held in June 2016 on proposed capital
works projects for Cell 9, Wattle Grove planned for completion over the next
five to six years. The objective of the workshop was to:

e Raise an awareness and understanding of effective risk management

in capital work projects

¢ Identify the risks and opportunities associated with the planning,
development, design, approvals, construction and operation of Cell 9;
and

e Establish a Project Risk Register for Cell 9 capital works rated on
likelihood and consequences of the risk event occurring using the
matrix in the Risk Management Plan adopted by Council in May 2015.

Effective Management of Insurable Risk

Every year the Local Government Insurance Service (LGIS) presents to
Council the renewal report of all the Shire’s Insurance Policies. Renewal terms
and conditions of all its policies are based on the risk information provided by
the Shire of Kalamunda.
As a full member of the Scheme, i.e. participating in all Scheme segments and
as a WALGA member, the Shire of Kalamunda receives all the benefits
associated as a full member.
The Shire is covered for the following insurance classes:

e Corporate Practices Liability

e Councillors and Officers Liability

e Journey Injury

e Marine Cargo

e Motor Vehicle

e Personal Accident and Travel

e Casual Hirers Liability

e Fidelity Guarantee

e Bushfire Injury

e Property

e Liability (Public Liability and Products Liability)
e Work Care (Workers Compensation)

The Shire annually reviews its insurance coverage so that risk can be
effectively managed. Particular attention is focused on assessing activities
that may present the Shire with an unacceptable level of risk. For example, in
the case of major land development projects a business plan is required in
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order to comply with legislation for proposed major land transactions, and in
support of officer’'s reports and recommendation.

=  Assessing procurement compliance to ensure probity and transparency of
policies and procedures/processes.

As referred to before, policies and procedures in relation to procurement and
tendering have been reviewed and strengthened following two Forensic
Audits. New procedures on purchases and tendering were introduced that
conform with legislative requirements to ensure tenders are properly
advertised, recorded and evaluated in accordance with the Local Government
Act 1995 and the Local Government (Functions and General) Regulations
1996. The internal auditor conducted regular tests on processes in relation to
procurement and tendering to ensure policies and procedures were followed
and processes comply with legislation. Management has centralised the
procurement process within Corporate Services to strengthen internal control
and compliance with legislation. Staff underwent internal training on
tendering and procurement in January 2016 and external training with
WALGA in February 2016.

All policies are under review and new policies introduced where required. All
Council approved policies are listed on the Shires web site.

= Managing changes to the changes in the local government’s control
environment.

The Audit and Risk Committee meets during the year to review reports issued
by the internal and external auditors and make its recommendation to
Council.

Detailed planning has been carried out to ensure the Shire complies with the
introduction of Fair Value Asset Accounting and increasing the tender
threshold from $100,000 to $150,000.

= Managing Fraud and Misconduct Risk

Following the completion of forensic audits in 2012 and 2013, a significant
review of existing policies was undertaken. Additionally, new policies were
established including:

0 A Corporate Credit Cards Policy;

o0 Payment and Reimbursement of Expenses Policy;
o Travel Policy
0 Whistle-blower (Public Interest Disclosure) Policy

The Whistle-blower (Public Interest Disclosure) Policy and procedures were
prepared to encourage employees, elected members, contractors and
consultants to report unlawful and unethical, or undesirable conduct that they
genuinely believe has occurred or been committed by a person or persons in
breach of the Shire of Kalamunda’'s Code of Conduct, policies or the law.
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The internal auditor conducts regular risk assessments of financial
management systems and procedures, to ensure internal controls are in place
and operating effectively, and that there is compliance with legislation and
policies. Regular internal audit reports with management’s responses and
recommendations are presented to the Audit and Risk Committee. This has
strengthened the corporate governance processes and the internal control
environment.

Conclusion

The Risk Management Review illustrates that the Shire’s legislative compliances,
internal control environment is satisfactory. Notwithstanding, improvement
opportunities identified within the review will enhance the Shire’s control
environment

Whilst a number of areas have been identified for improvement, the overall
effectiveness of the financial management systems and procedures of the Shire of
Kalamunda in relation to legislative requirements, internal control and risk
management remains sound and appropriate for the current level of operations and
meet the requirements of regulation 17 of the Local Government (Audit) Regulations
1996. The strengths and weaknesses of the risk assessment review of legislative
compliance, internal control is summarised as follows:

In Governance and Organisational Management
Strengths
= The Shire has adopted a governance framework which provides guidance and
strategies for the development of critical operational and compliance
documentation.
= A high level of reporting and information content in Agendas and Minutes.
= A high standard of reporting information and content in the Annual Report.
= Adoption of a Risk Management Policy and Risk Management Plan.
= Developed a Risk Register for addressing and monitoring risks.
= Risk Management integrated into all levels of planning and reporting to

Council.

= A robust disaster recovery arrangement in place for IT systems and electronic
records

= Council policies and procedures reviewed, updated and new policies adopted
by Council.

= Council and Management addressing the recommendations emanating from
two forensic audits in 2012 and 2013.

= Content and structure of Agendas and Minutes includes a comprehensive
index which meets the requirements of the Act and includes all information to
be considered by Council, with a comprehensive officer’s report and

Shire of Kalamunda




Audit & Risk Committee 140
Agenda — 31 October 2016

recommendation. Each individual report also tests risk management
considerations.

There is an Effective Business Continuity Plan in place.

Regular internal audit reports prepared for the Audit and Risk Committee
which identify areas requiring attention in order to strengthen the internal
control structure to improve operations and mitigate potential exposure to
risk.

Management addressing the internal control deficiencies and have introduced
an audit risk register to record all risks and assign these risks to responsible
managers for regular review.

Councillors and staff understand their obligations under the Code of Conduct
relating to corruption and acceptance of gifts by disclosing all gifts in the gift
register.

Regular Audit and Risk Committee Meetings are held to review internal and
external auditor’s reports, new policies and other information and provide its
recommendations to Council.

A detailed customer service policy and customer service complaints handling
process

A well-managed and operated records keeping system.

Weaknesses / Best Practice

Proper documentation of operational procedures within a number of areas to
enable new employees to understand systems especially in the rates and
payroll areas.

Comprehensive induction training required for new employees.

There is limited workforce succession planning.

In Financial Management
Strengths

Adopting and implementing the Integrated Planning and Reporting
Framework which included the Strategic Community Plan and Corporate
Business Plan, Asset Management and Long Term Financial Plans and
submitting these documents to the Department of Local Government and
Communities.

High level of reporting information and content in the Annual Budget

High level of reporting information and content in the Annual Financial
Statements.

Phasing in of assets at Fair Value in accordance with legislative requirements.
Meeting majority of the preferred benchmarks for Key Performance Indicators
(KPI's) for long term financial sustainability.

Improvements in the Shire’s liquidity and cash backed reserves.

Undertaking more than one budget review during the financial year.
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= Preparing regular internal audit reports for the Audit and Risk Committee on
financial, operational and procedural matters on internal control, risk and
legislative compliance.

Weaknesses / Best Practice
= Lack of good procedural documentation for staff working in certain areas to

prevent errors being made in data entry. This has been placed on the audit
risk register for attention by management and is gradually being addressed.

Appendix

. Information and Communications Technology Strategy 2016 — 2020
Audit and Risk Register

Key Control Activities

Recommended Monitoring Activities

Risk Management Policy

Risk Management Procedures

o g wDdRE
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Declaration of financial / conflict of interests to be recorded prior to dealing with each item.

06.

PURPOSE

Risk Management Framework

Previous Items N/A

Responsible Officer Director Corporate & Community Services
Service Area Financial Services

File Reference

Applicant N/A

Owner N/A

Attachment 1 Integrated Risk Management Plan
Attachment 2 Strategic Risk Register

Attachment 3 Shire of Kalamunda Risk Management Policy —
Revised Management Procedures

That Council endorses the Integrated Risk Management Plan (Attachment 1).
That Council reviews and endorse the Strategic Risk Register (Attachment 2).

That Council notes the Shire of Kalamunda Risk Management Policy - Revised
Management Procedures (Attachment 3).

BACKGROUND

4.

DETAILS

8.

The Shire of Kalamunda (Shire) is committed to organisation wide risk
management principles, policies, systems and processes that ensure efficient
and effective assessment of risk in all planning, decision making and
operational processes.

The Shire has developed an Integrated Risk Management Plan (the Plan) that
documents the Risk Management process and identifies the systems and
processes used in the management of risk.

The Strategic Risk Register (the Risk Register) has been reviewed and updated
identifying the key risks likely to prevent the Shire meeting its objectives in the
Corporate Business Plan.

Procedures supporting the Councils Risk Management Policy have been
reviewed and updated providing the Framework through which risk is
managed.

Risk Management refers to the coordination of activities that directs and
controls the organisation with regard to risks. It is acknowledged that risk
management involves both the management of potentially adverse effects as
well as the realisation of potential opportunities. Risk management is part of
the Shire’s strategy to promote accountability through good governance and
robust business practices, contributing to the strategic objective of creating a
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sustainable organisation to effectively manage resources and operations in
order to strengthen service delivery.

9. The Shire’s approach to Risk Management is aligned to the AS/NZS
31000:2009 Risk Management Principles and guidelines (the Standard).

10. The benefits of embedding risk management in all aspects of management
are:

o Effective management of adverse events or opportunities that impact on
our purpose and objectives

o Ability to make informed decisions regarding management of potential
negative effects of risk and take advantage of opportunities

e Improved planning and performance management processes enabling a
strong focus on core business service delivery and implementation of
business improvements

o Ability to direct resources to risks of greatest significance or impact

e Improvement in organisational culture enhancing staff capacity to
understand their role in contributing to the achievement of objectives

e Improved organisational efficiency

11. The Australian Standard for Risk Management — Principles and guidelines
(AS/NZ 1SO 31000:2009) is based on 11 best practice principles. These
principles underpin the Plan and guide how to effectively and efficiently
manage risk at all levels.

1. Creating and protecting value — risk management contributes to the
achievement of the Shire’s objectives and improves performance in areas
such as corporate governance, program and project management, and
employee health and safety.

2. An integral part of all organisational processes — risk management
is not a stand-alone activity performed in isolation. Rather, it is an
integral part of our governance and accountability framework,
performance management, planning and reporting processes.

3. Part of decision making — risk management aids decision-makers to
make informed choices, prioritise activities and identify the most effective
and efficient course of action.

4. Explicitly addressing uncertainty — risk management identifies the
nature of uncertainty and how it can be addressed through a range of
mechanisms, such as sourcing risk assessment information and
implementing risk controls.

5. Systemic, structural and timely - risk management contributes to
efficiency and to consistency.

6. Based on the best available information - risk management should
draws on diverse resources of historic data, expert judgement and
stakeholder feedback to make evidence-based decisions.

7. Tailored - risk management aligns with the internal and external
environment within which the Shire operates, and in the context of its
risk profile.

8. Human and cultural factors - risk management recognises that the
capabilities, perceptions and aims of people (internal and external) can
aid or hinder the achievement of objectives.

9. Transparent and inclusive — risk management requires appropriate
and timely involvement of stakeholders to ensure that it stays relevant
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12.

and up to date. Involving stakeholders in decision making processes
enables diverse views to be taken into account when determining risk
criteria.

10.Dynamic, interactive and responsiveness to change - risk
management responds swiftly to both internal and external events,
changes in the environmental context and knowledge, results of
monitoring and reviewing activities, new risks that emerge and others
that change or disappear.

11.Continual improvement of the organisation — risk management
facilitates continuous improvement of our operation by developing and
implementing strategies to improve risk management maturity.

The Shire is committed to continuous improvement in the Risk Management
and ongoing monitoring and review will increase the Shire’s risk management
maturity. Within the Risk Registers, each risk contains details of risk treatment
plans which will be subject to ongoing monitoring and review.

STATUTORY AND LEGAL CONSIDERATIONS

13.

Local Government (Audit) Regulations Amendment.
Amendments to the Local Government (Audit) Regulations 1996 came into

effect on 9 February 2013. Specifically, clause 17 which states:
“17. CEO to review certain systems and proceaures

(1) The CEO is to review the appropriateness and effectiveness of a local
government’s systems and procedures in relation to —
(a) risk management; and
(b) internal control; and
(c) legisiative compliance

(2) The review may relate to any or all of the matters referred to in sub
regulation (1)(a), (b) and (c), but each of those matters is to be the
subject of a review at least once every 2 calendar years.

77

(3) The CEO is to report to the audit committee the results of that review.

In addition to the requirement for the CEO to prepare a report as outlined in
clause 17, the Regulation also stipulates an additional responsibility for the
Audit Committee as detailed in clause 16(c) which states:

“(c) Is to review a report given to it by the CEO under regulation 17(3) (the

CEO's report) and is to —
(1) report to the council the results of that review, and

() give a copy of the CEO's report to the council.”
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POLICY CONSIDERATIONS

14. Risk Management Shire Policy.

COMMUNITY ENGAGEMENT REQUIREMENTS

15. Nil.

FINANCIAL CONSIDERATIONS

16. Nil.

STRATEGIC COMMUNITY PLAN

Strategic Planning Alignment

17. Kalamunda Advancing. Strategic Community Plan to 2023

OBJECTIVE 6.9: To provide a risk minimised and safe working environment in
every aspect of the Shire’s business.

SUSTAINABILITY

Social Implications

18. Nil.

Economic Implications

19. Nil.
Environmental Implications
20. Nil.

RISK MANAGEMENT CONSIDERATIONS

21. Risk Likelihood | Consequence Rating Action/Strategy
The Shire’s Possible Minor Medium Council endorsed
Risk Risk Management
Management Plan.
framework
fails to Monitoring and
adequately review of Risk
manage risk. Registers.
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OFFICER COMMENT

22. Risk Management is a core element of the Shire’s Corporate Governance
Framework and is an integral element of contemporary management
practices. It provides stakeholders with assurance that the Shire is proactively
managing its risk exposure.

23. The Risk Management Plan and Strategic Risk Register provide an integrated
and effective framework for the Shire to manage risk. The Risk Management
Plan and the Strategic Risk Register will be subject to ongoing review and will
contribute to continuous improvement within the Shire’s operations.

| Voting Requirements: Simple Majority

OFFICER RECOMMENDATION (A&R 06/2016)

That Council:

1. Endorses the Integrated Risk Management Plan (Attachment 1).

2. Reviews and endorse the Strategic Risk Register (Attachment 2).

3. Notes the revised Shire of Kalamunda Risk Management Council Policy —
Revised Management Procedures (Attachment 3).

Moved:

Seconded:

Vote:

Shire of Kalamunda



Audit & Risk Committee 157
Agenda — 31 October 2016

Shire of Kalamunda



Audit & Risk Committee 158
Agenda — 31 October 2016

Shire of Kalamunda



Audit & Risk Committee 159
Agenda — 31 October 2016

Shire of Kalamunda



Audit & Risk Committee 160
Agenda — 31 October 2016

Shire of Kalamunda



Audit & Risk Committee 161
Agenda — 31 October 2016

Shire of Kalamunda



Audit & Risk Committee 162
Agenda — 31 October 2016

Shire of Kalamunda



Audit & Risk Committee 163
Agenda — 31 October 2016

Shire of Kalamunda



Audit & Risk Committee 164
Agenda — 31 October 2016

Shire of Kalamunda



Audit & Risk Committee 165
Agenda — 31 October 2016

Shire of Kalamunda



Audit & Risk Committee 166
Agenda — 31 October 2016

Shire of Kalamunda



Audit & Risk Committee 167
Agenda — 31 October 2016

Shire of Kalamunda



Audit & Risk Committee 168
Agenda — 31 October 2016

Shire of Kalamunda



Audit & Risk Committee 169
Agenda — 31 October 2016

Shire of Kalamunda



Audit & Risk Committee 170
Agenda — 31 October 2016

Shire of Kalamunda



Audit & Risk Committee 171
Agenda — 31 October 2016

Shire of Kalamunda



Audit & Risk Committee 172
Agenda — 31 October 2016

Shire of Kalamunda



Audit & Risk Committee 173
Agenda — 31 October 2016

Shire of Kalamunda



Audit & Risk Committee 174
Agenda — 31 October 2016

Shire of Kalamunda



Audit & Risk Committee 175
Agenda — 31 October 2016

Shire of Kalamunda



Audit & Risk Committee 176
Agenda — 31 October 2016

Shire of Kalamunda



Audit & Risk Committee 177
Agenda — 31 October 2016

Shire of Kalamunda



Audit & Risk Committee 178
Agenda — 31 October 2016

Shire of Kalamunda



Audit & Risk Committee 179
Agenda — 31 October 2016

Shire of Kalamunda



Audit & Risk Committee 180
Agenda — 31 October 2016

Attachment 2
Risk Management Framework
Click HERE to go directly to the document
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Key Success Factors

In using the Risk Matrix, it is important to recognise that in initial debate, unless there are subject
professionals or experts in the conversations the results will guide the discussions, but more
information will be needed to further define the risk level.

Monitor and Review

The Shire will implement a robust reporting and recording system that will be regularly monitored to
ensure closeout of risks and identification of ongoing issues and trends.

Risks assessed as extreme or high will be reviewed quarterly by the Executive Management Team
(EMT). Risks assessed as medium will be reviewed six-monthly by the EMT. Finally, Risks assessed
as low will be monitored annually by the EMT.

Risk management key performance indicators, relating to both organisational and personal
performance will be developed, implemented and monitored, by the Shire’s Executive and Council as
appropriate.

Related Budget Schedule

Authority

Adopted Next Review Date
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Declaration of financial / conflict of interests to be recorded prior to dealing with each item.

07. Sundry Debtor Write-Off 2016/2017
Previous Items N/A
Responsible Officer Director Corporate & Community Services
Service Area Finance
File Reference
Applicant N/A
Owner N/A
Attachment 1 Sundry Debtors Write off 2016/17
Attachment 2 Letter from Kalamunda Cricket Club
PURPOSE
1. To consider the write off of sundry debts for the period 2016/17 identified
as uncollectable.
BACKGROUND
2. The Shire has a documented Policy and Management Procedure in regards

to debt collection. All requirements of the Policy and Management
Procedure have been adhered to in an attempt to collect the debt.

Under Council Delegation LGA 7, the Chief Executive Officer is delegated to
exercise the power or discharge the duties of the Council to write off the
debts where the relevant debt does not exceed $,1000. Debts exceeding
$1,000 and considered un-economical to pursue are recommended to
Council for a write off.

DETAILS

4. In August 2016, Kalamunda Cricket Club wrote to the Shire requesting the

amount of $2855.73 be written off as they have struggled to generate any
income for weekend games due to the inability to fully utilise the Pat Moran
pavilion due to the re-development of the Kostera Oval.

The amount of $2855.73 was made up of occupancy costs of $1267.80,
$436.50 recovery of costs for damages caused by club member and
$1151.43 being the instalment and guarantee fee amount related to the
self-supporting loan

5. A write off amount of $1,267.80 has been identified and is shown in
Attachment 1.

STATUTORY AND LEGAL CONSIDERATIONS

6. As these debtors are related to monies owed to the Shire, the provision of
Section 6.12(1)(c) of the Local Government Act 1995 is applicable.
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POLICY CONSIDERATIONS
7. Debt Collection Policy S-FINO2

“The Shire of Kalamunda is committed to ensuring that it manages its cash
flows in a manner that provides financial sustainability for the organisation.”

COMMUNITY ENGAGEMENT REQUIREMENTS
8. Nil.
FINANCIAL CONSIDERATIONS

9. The total budget allocation for doubtful and bad debts for 2016/17 is
$2,976.

STRATEGIC COMMUNITY PLAN

Strategic Planning Alignment

10. Kalamunda Advancing: Strategic Community Plan to 2023

Strategy 6.8.4 Provide effective financial services to support the Shire’s

operations and to meet sustainable planning, reporting and
accountability requirements.

SUSTAINABILITY

Social Implications

11. Nil.

Economic Implications

12. Nil.

Environmental Implications

13. Nil.
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RISK MANAGEMENT CONSIDERATIONS

14.

Risk Likelihood | Consequence | Rating Action/Strategy
Debts owing | Possible Minor Medium | Closely monitor
could outstanding debts
become and follow up using
larger if not both internal and
managed external resources.
and closely
monitored. Discontinue

providing further
services until debt is
paid in full.

OFFICER COMMENT

15.

16.

17.

18.

The Kalamunda Cricket Club has requested that the Shire write off the
whole amount of $2855.73 due to loss of revenue from decreased
membership and loss of bar revenue associated with the restricted use of
the Pat Moran pavilion during the Kostera Oval redevelopment.

The Shire has assisted the Club in the past by providing Club Development
funding via a cash donation of $14,500 in 2014/15 financial year. The
funding was provided to assist the club for unforseen financial hardship. In
addition to this donation, the Shire has paid for the turf maintenance for
amounting to $23,000 for previous years.

Following the redevelopment of the Kostera Oval, the Club will be better
placed to generate revenue from the use of the facilities. This will enable
the secondary income streams from the running of the bar to boost the
club’s financial position.

The debt requested for write off is partially supported with the amount for
occupancy costs of $1267.80 recommended for write off and a six month
credit extension be provided for the loan repayment component of
$1,151.43. With the cricket season about to commence, the extension will
be adequate period for the club to be in a more financially sustainable
position to meet its ongoing financial obligations.
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| Voting Requirements: Simple Majority

OFFICER RECOMMENDATION (A&R 07/2016)

That Council:

1. Authorises the write off of sundry debts totalling $1,267.80 as detailed in
(Attachment 1).

Moved:

Seconded:

Vote:
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Attachment 1
Sundry Debtors write off schedule - 2016/2017

Debtor Name Description of Amount Due | Reasons for write off
service provide $
Kalamunda Cricket | Recovery of 1,267.80 The club has fallen into
Club operational expenses - financial difficulties due
Pat Moran Pavilion to decreased
occupancy costs for membership and
the period October negative impact on
2015 to March 2016 income in past season
due to in-accessibility of
the Kostera Oval
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Attachment 2
Letter from Kalamunda Cricket Club

Kalamunda Cricket Club Inc.
PO Box 1424
Kalamunda WA 6926

22" August 2016

Kalamunda Shire Council
Shire of Kalamunda

2 Railway Road
Kalamunda WA 6076

Dear Councillors,

Further to the letter from the cricket club and subsequent meeting with Shire staff, Councillor Destree and
Councillor Bilich, the Kalamunda Cricket Club would like the Shire Council to consider the waiving of our
outstanding charges relating to the 2015/16 season. The total amount outstanding is $2,855.73.

The past season proved to be difficult, both on and off the field, for the cricket club. The loss of revenue from a
decreased membership and significantly lower bar income has left the club in a precarious financial position
heading into the 2016/17 season. We feel this is directly attributable to the loss of our home ground for the
season and has put as at a severe disadvantage.

The club is extremely grateful for the opportunities the development will provide in the future; however, we feel
the club will be more able to take advantage of the new facilities if we are in a better financial position. As such,
the waiving of the 2015/16 outstanding charges would give us this opportunity and contribute to the ongoing
prosperity of the cricket club. We believe a strong and stable cricket club would provide the best possible return
on the people of Kalamunda’s investment in the sporting facility at Kostera Oval.

We hope the Council agrees that the waiving of the outstanding charges represents an appropriate course of
action and we look forward to your decision and would like to thank the Council in advance for the
consideration of this matter.

Yours sincerely

Glenn Docherty David Armstrong
KCC President KCC Secretary
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9.0 URGENT BUSINESS APPROVED BY THE PERSON PRESIDING OR BY
DECISION
10.0 CLOSURE
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